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The following book holds the AMGH Policies and Coq
that need to be reviewed by every new employee. O
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Policies to be reviewed by everyone:

1 Acceptable use of Information, Technology and Resources
Agreement Form

Computer and | T ResourcesAcceptable Use (Code of Behavior) Policy
Confidentiality

Document Management -Documents, Forms & Records Policy
Dress Code Policy

Email Use Policy

Harassment Policy

Privacy System AccessEPR Network and PACS Network Policy
Privacy-General Guidelines

Resped in the Workplace Policy

Security Policy

Social Media Policy
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Violence Prevention in the Workplace Policy
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ALEXANDRAMARINE & GENERALHOSPITAL

120 Mapier Street, Goderich, Ontario N7A 1W5

Phone: 519 524 8323; Fax: 519 524 8504 Information Technology
Manual

Acceptable Use of Information Technology Resources Agreement

| have read the Alexandra Marine and General Hospital's Acceptable Use of Information
Technology Resources and the E-mail, policy. | will adhere to all related policies and
procedures regarding confidentiality, use if information technology, network resources
including the Internet, e-mail and other related activities involving hospital computing and
privacy.

| will protect my Password and User ID (hereafter referred to as “access codes”) from use
by others and will not attempt to use the access codes of others;

| understand that | am accountable for, and accept responsibility for, all activities carried out
under my access codes;

| will report to Management or Information Systems immediately if | have reason to believe
my User ID and/or Password were revealed or compromised,

| accept responsibility for the accuracy and appropriateness of data that | enter info the
organization's patient-care systems;

| understand that | am required to log off patient-care systems when | have completed my
task and that | should not leave an open access unattended;

I will only access information required to provide care to patients or as directly required in
the performance of my duties. If | have more than one User ID, | understand that any given
time, | must only use the User ID specific to the role and function that | am performing;

| will respect the confidentiality and privacy of individuals to whose records | have been
given access in compliance with the requirements of the Ontario Personal Health
Information Protection Act:

| have completed, or agree to complete, any training requirements related to my access to
the patient-care systems at the hospital; and

| have read, understand and accept the above statements. | understand that failure to
comply with these statements may be cause for disciplinary action up to and including
termination of employment/contract or loss of appointment or affiliation with the
organization.
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Alexandra Marine = Initial Live Date:

& General Hospital RN e Manual September-28-2012
Approved by: Acceptable Use (Code of Behaviour) of Computer | Review Freguency:
Corporate Leadership and IT Resources - POLICY Every 2 years

Any printed version of this decument is only accurateon the date of prinfing. Always refer to the electronic version for the mostcurment vesion

Policy

User Responsibilities

Information Technology Resources are caorporate resources owned by Alexandra Marine and General
Hospital. These resources are made available to staff and affiliates to conduct the business of the
arganization, (i.e., for patient care, research, educational and administrative purpaoses).

Isers of Information Technology Resources are responsible for:
« compliance with applicable organization policies, agreements, guidelines andlegal
reguirements;
v all activities performed undertheiruseridentification (ID); and
« the managementand security of their ID and password

As the owner of Information Technology Resources, (AMGH) reserves the rightto audit and maonitor
these systems’ usage and cantent. This may be carried out, without prior notice, for security reasons, to
support ongoing operations, maintenance and upgrades to technology resources and to support
approved investigative activities related to unacceptable use or legalissues.

When devicesthat arethe property of the user are used to access the organization’s Infarmation
Technology Resources, the user must comply with this policy and other (AMGH) policies and
agreements.

Fersonal use of Information Technology Resources forfunctions outside an individual's role should be
minimized and should notinterfere with the operations and/or policies of the program or organization;
andthe use must be acceptable.

Staff and affiliates are requiredto report unacceptable use of Information Technology Resources to the
individual's Supervisor andforto the (Chief Information Officer).

Inacceptable use of Information Technology Resources may result in discontinuation of network
privileges andfor disciplinary action upto andincluding termination of emplovment, contract or loss of
privileges, or affiliation with the organization, as applicable, as determined by AMGH.

Accessing Information
« Anindividual's e-mail, folder, systemn, device or other electronicinformation account may be
accessed, reviewed, copied, deleted or disclosed by Information Systems staff andlfor the
individual's managementfarreasons that mayinclude:
o usertermination orabsence;
o wherethere is a reasonable beliefthatan individual is engagedininappropriate use of
the e-mail system;
o disclosure to others, including courts and law enforcement agencies, as reguired by law;
and
o o facilitate the functioning of the e-mail system. Examples of reasons for accessing
include;
« todisable an inappropriately made rule; and
= toinvestigate an account that exceeds storage limits that is affecting functioning
of the e-mail systemforthe purpose of maintaining the stability of the e-mail
svstem.
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o As part of a random audit
o As deemednecessary by the Chief Information Officer

« Managementrequesting accessto an individual's e-mail account must submit a request via
e-mail to the Chief Information Officer with the access reason. Details of the reguest must
include:

o the name ofthe account thatis to be accessed;

the name ofthe person whowill be accessing the account;

the reasonfor access;

the length of time in orderto provide an audit of this activity; and

as part of a random audit.

oo oD

«  The Chief Information Officer may access, review, copy, delete or disclose information from any
userin the course of his/her duties (examples: audit, review of resources, investigate issues,
terminations, facilitate transfer of information).

Compliance
« |nappropriate use of Computing/Electronic Resources, e-mail andfor MOX is a breach of this
policy and may result in disciplinary action by the hospital up to andincluding termination of
emplovment with cause and/or affiliation with AMGH andfor legal action.

Confidentiality
« Users shouldtake particular caution when circulating andfor printing confidential information via
e-mailMaci.
« Distribution groups should be usedto target the appropriate audience for confidential
information.

« Users should be awarethat, in addition to being subjectto authorized access, e-mail/MOX, in its
present form, cannot be secured and is therefore vulnerable to unauthorized access and
madification by third parties.

« Breachescan be as accidental as selectingthe wrong contact inthe "TC:" field or breaches can
be intentional. Each user should be aware that information stored on a serveror publishedin an
e-mail/MC could be intercepted, purposely or accidentally.

« A statement of confidentiality is appendedto all external e-mail.

Copyrights and License Agreements

v |tis Alexandra Marine and General Hospital's policy to comply with all laws regarding intellectual
property.

« Emplovees, physicians and volunteers usingthe Internet are not permittedto copy, transfer,
rename, add or delete information or programs belonging to others unless given express
permission to do 50 by the owner. Failure to observe copyright or license agreements may
resultin disciplinary action bythe hospital and or legal action by the copyright owner.

Copyright & License Agreements Employee, Physician and Volunteer Responsibilities
+  Employees, physicians and volunteers shall not:

o Install software unless authorized by 1S Support. Only software that is licensedto or owned
by Alexandra Marine and General Hospital is to be installed on Alexandra Marine and
General Hospital computers.

o Copy software unless authorized by Alexandra Marine and General Hospital 1S Support.

o Download software unless authorized by Alexandra Marine and General Hospital IS
Support.

o Information Technology will determine in collaboration with the appropriate Director, what
software and programs are reguired an each piece of equipment. Any unauthorized software
will be removed by IS Support.
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« If such activities listed above do corrupt the integrity of AMGH's T system (including computers,
network and software), the hospitalis completely within its right to recover all associated costs if
activities are not in keeping with hospital policy.

Copyright & License Agreements IT Support Responsibilities
« Maintain records of software licenses owned by Hospital Mame.
« Periodically (at leastannually) scan hospital computers to verify that only authorized software is
installed. Unauthorized software will be removed by 1S support.

Downloads
+« File downloads fromthe Internet are restricted to those that comprise a normal part of hospital
business, e.g., Ministry of Health and Long Term Care - Ontario Hospital Reparting System-
Hospital Indicator Tool. Authorized downloads should be scheduled inthe off hours when
possible.

General Computer Use
It is vital that each of us understandthat an individual's use of the Hospital computers may affectthe
overall integrity of the entire Computer Metwork System.
Tothis end, all emplovees must adhere to the following:
« Only log onto appropriate websites;
Do notlogon and remain logged onto the Web or Outlook all day if vou are not at yourterminal.
Do not access remaote “free services™ (e.g. Hotmail, MSN, MySpace, etc.);
Cnly open email from known sources. Auto-open routine should not be used;
Consultwith IT Support before downloading software from the Internet, CD or Diskette or other
storage media;
«  Consultwith IT Support before changing computer settings; and
« Do notlogonto Radio Stations.

Legal Reference
v« Alexandra Marine and General Hospital and its employees, physicians and volunteers are
legally boundto comply with the Federal Copyright Act and all proprietary software license
agreements.
+ This directive applies to all software that is owned by Alexandra Marine and General Hospital,
licensedto Alexandra Marine and General Hospital, or developed using Alexandra Marine and
General Hospital resources by employees, physicians and volunteers orvendors.

Monitoring Use and Disclosure

« Communication systems and data are the property of AMGH.

«  AMGH reservesthe right, atits sole discretion and without any further notice, to intercept,
retrieve, access, review, archive, destroy, and discloseto others {including courts and law
enforcement authaorities), all communication systems data and users, including e-mailMox and
information stored on computers.

«  AMGH reservesthe rightto limitthe size of e-mail storage andtransmission for all accounts.

« Lse ofthe communication systems constitutes an irrevocable consentto the monitoring and
disclosure of system use and data and an agreementto comply with other aspects of this palicy.

+ All messages created, sent, or retrieved over the Internet are the property of the hospital and
may be regarded as publicinformation.

« Alexandra Marine and General Hospital reservesthe rightto access the contents of any
messages, folders, or devices over its facilities if the hospital believes, in its sole judgment, that
is has a business needto doso.

« All communications, including text andimages, can be disclosedto law enforcement ar other
third parties without prior consent of the sender or the receiver.
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Multimedia
+« Photographs andvideos of staff, collectively orindividually, may be taken and utilized by the
hospital. Examples of hospital use include, but are not limited to:
« Bulletin board displays
Articles in newspapers
Information sessions
Website
Fublications
Television
«  Security Camera
« A staff memberwhowishes tolimitthe use of the above must notifythe Chief Infarmation
Officerin writing of such for consideration.

l.ItIDﬂIE and Meditech Distribution Groups Use - "All User” Messages - Meditech and Cutlook
The "All User” or Group distribution lists are used to distribute messages of significant
importance to all or a vast majority of AMGH staff and physicians.

« Use of "All User” distribution is limited to administration. It is not appropriate to use the "All
Lser” distribution list for personal use.

« A memberof Administration mav give a special authorization to utilize "all users”, allowing them
to present or promaote some cultural, sports or fundraising events. Otherwise, each user is
responsible fortargetingthe appropriate audience to a message.

« Specificdistribution groups have been set up to assistin appropriatelytargetingthe right
audience. These groups can be foundwithin the general address book. To set up additional
distripution groups, contact the Information Systems departmentfor assistance.

« All"All Users or Large Group Emails” MUST be approved by your Supervisor PRICR to
sending.

« Al "All Users or Large Group Emails”should utilize the "delete on” feature (found under"Special
Handling”)to ensure that they are automatically deleted once no longer pertinent.

Passwords and Access Codes

+ The confidentiality and integrity of data stored on hospital computer systems must be protected
by access controls to ensure that only authorized emplovees, physicians and volunteers have
access.

« This access shall be in accordance with defined requirements foreach job function as
determined by IT Services

+ The AMGH Information Systems is responsible forthe administration of access controls to all
hospital computer systems.

« [T Services will process additions, deletions, and changes upon receipt of the access
authorization form, fromthe enduser's direct supervisor.

Passwords and Access Codes Employee Responsibilities
Each Employee:

« |5 responsible for all computertransactions that are made with his/herUser ID and password

including electronicsingle sign on.

+ 5Shallnot disclose passwords to others. Passwords must be changed immediatelyifitis
suspectedthat they mav have become known to others. Passwords should not be recorded
wherethey may be easily obtained.

Will change passwords as prompted bythe information system and as directed.
Should use passwords that will not be easily guessed by others.
Should log out when leaving a workstation for an extended period.
The guidelines for passwords are:
o Allowable characters are the 26 letters ofthe alphabet and digits with zero to nine.
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o Lengthof 8 characters minimum ideally.

o Inclusion of at least one number (can be located anywhere in the password beginning,
end, or embedded).

o Each password should be individual to the user and difficult to decipher. Avoid use of
license plate numbers, children's names, and otherword sequences that could be
connectedto you by others.

Remote Access
« (Granted on an as needed basis as identified by immediate supervisorin consultation with
consultation with [T.
« Methodologyis identified by 1S services.
«  Reviewedannually by IS services and as reguired.

Removal of Confidential Information from the Organization Property

Staff and affiliates are responsible to remove confidential information frormthe organization anly if
required as part of the role forwhich helfshe has been hired, or affiliated with the organization. Staff or
affiliates removing information fromthe organization are responsible:

«  Tofollowany hospital policies regarding removal andfor handling of confidential information

« totake reasonable stepsto ensure the security ofthe information, regardless of the media;

« toremove only the minimumamount of confidential information necessary, forthe minimum
time reguiredto accomplish the purpose (i.e., return information to the organization as soon as
possible);

« toaccess confidential information in protected areas (e.g., not in public places where others can
wiew it);

« to never leave confidential information unattended in a motor vehicle;

« ifnecessary, to retain confidential information in his/her home, to keep itin a secure area, notin
view of others; and

«  Sypervisors are responsible to be aware of roles within their programis) where staff and
affiliates are required to remove confidential infarmation andto ensure that staff and affiliates
are aware of their obligations related to security of the confidential information.

Saving Information

« Patient information should be stored onthe network servers, in a password protected folder.
This ensuresthe data can be securely accessed from various locations, is up to date, and is
backedup regularly.

« |f patient information has to be stored locally, then it must be password protected, and backed
Lp to another medium on a regular basis as appropriate.

« [nformation should not be stored in "My Documents™. Information should be storedin a mapped
folder.

« |f mobile devices are used for storage of patient andfor corporate information, the mobile device
must be encrypted.
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Security — T Support Responsibilities
«  Alexandra Marine and General Hospital IM Supportteamis respaonsible for all equipment
installations, disconnections, modifications, and relocations - employees, physicians and
volunteers are not to performthese activities. This does not applyto tempaorary moves of
portable computers forwhich an initial connection has been setup by 1S,

Security - User Responsibilitie s
« The directives below apply to all employees, physicians and volunteers:
o Memory sticks, CDs and storage drives should be stored out of sightwhen notin use. If
they contain highly sensitive or confidential data, they mustbe locked up or have
encryption installed.

www.amgh.ca 8




Length of 8 characters minimum ideally.
Inclusion of atleast one number (can be located anywhereinthe password beginning,
end, or embedded).

o Each password should beindividual to the user and difficultto decipher. Avoid use of
license plate numbers, children’s names, and otherword sequences that could be
connected to you by others.

Remote Access
« (Granted on an as needed basis as identified by immediate supervisor in consultationwith
consultationwith IT.
¢ Methodology is identified by IS services.
Reviewed annually by |15 services and as required.

Removal of Confidential Information from the Orpanization Property

Staff and affiliates are responsibleto remove confidential informationfrom the organization onfy if
required as partofthe roleforwhich helshe has been hired, or affiliated with the organization. Staff or
affiliates removing informationfrom the organization areresponsible:

s« Tofollowany hospital policies regarding removal and/or handling of confidential information

¢ totake reasonable steps to ensure the security of the information, regardless ofthe media;

« toremoveonlythe minimum amount of confidential information necessary, for the minimum
time required to accomplishthe purpose(i.g., return information to the organizationas soon as
possible);

s« to access confidential informationin protected areas (e.g., notin public places where others can
view it);
to neverleave confidentialinformationunattended in a motorvehicle;

s« ifnecessary, toretain confidential information in hisfher home, to keep itin a secure area, notin
view of others; and

« Supervisors areresponsibleto be aware of roles within their program(s} where staff and
affiliates are required to remove confidential informationand to ensurethat staff and affiliates
are aware of their obligations related to security ofthe confidential information.

Saving Information

« Patient information should be stored onthe network servers, in a password protected folder.
This ensures the data can be securely accessed from various locations, is up to date, and is
backed up regularly.

« |f patientinformation has to be stored locally, then it must be password protected, and backed
up to another medium on a regular basis as appropriate.

¢ |Information should not be stared in "My Documents”. Information should be stored in a mapped
falder.

¢ |fmobile devices are used for storage of patient and/or corporate information, the mobile device
must be encrypted.

Security — IT Support Responsibilities
« Alexandra Marine and General Hospital IM Supportteam is responsible for all equipment
installations, disconnections, modifications, and relocations - employees, physicans and
volunteers are notto perform these activities. This does notapply to temporary moves of
portable computers forwhich an initial connection has been setup by 15,

Security - User Responsibilities
s« The directives below apply to all employees, physidans and volunteers:
o Memory sticks, CDs and storage drives should be stored out of sightwhen notinuse. If
they contain highly sensitive or confidential data, they must be locked up or have
encryptioninstalled.
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Alexandra Marine . - Initial Live Date:

& General Hospital Freedom of Information & Privacy Manual August-26-2012
Approved by: Confidentialit Review Frequency:
Corporate Leadership Agreement Every 2 years

Any primad warsion of tis dooumant ks anfy acoursla on T dale of prining. Always rafr g e slactronic varsion fr 2 most ourran varsian,

Policy

Alexandra Marine and General Hospital (AMGH) has a legal and ethical responsibility to protectthe
privacy of patients /residents iclients, theirfamilies, and staff / affiliates, and ensure confidentiality is
maintained.

AMGH considers thefollowing types of informationto be confidential:

+ Personal information and personal health information regarding patients /residents/ clients
(hereafter referred to as "patients”) and their families;

& Personal information, personal health information, employmentinformation, and compensation
information regarding staff and affiliates; and

# |Information regarding the confidential businessinformation ofthe arganization, which is not publicy
disclosed by the organization.

This policy applies whether this information is verbal, written, electronic, orin any other format. sudits
are performed to determine compliance.

In additionto standards of confidentiality, which govern Regulated Health Professionals, staffand
affiliates are bound by the organization's responsibility to maintain corfidentiality. The organization
expects staff / affiliates to keep information, which they may learn or have access to because oftheir
employmentiaffiliation, in the strictest confidence.

It is the responsibility of every stafffaffiliate to:

+« Be familiar with and followthe organization’s policies and procedures regarding the collection, use,
disclosure, storage, and destruction of confidential information; including privacy policies, E-mail
policy and release ofinformation palicy.

Refer to:
o E-Mail (Electronic Mail) Use Policy
o Privacy Policy
= Release of Information Policy

s Caollect access, and use confidential information only as authorized and required to provide care ar
perform their assigned duties;

& Continuetorespectand maintain the terms of the Confidentiality Agreement after an individual's
employment/ affiliation with the organization ends;

« Discuss confidertial information only with thosewho requirethis information to provide careor
perform their duties and make every effort to discuss confidential inffarmation out ofrange of others
who should not have access to this information;

& Divulge, copy, transmit, or release confidential information only as authorized and needed to
provide care or perform their duties;

+ |dentify confidential information as such when sending E-mails orfax transmissions and to provide
direction to therecipientifthey receivea transmission in error,;

& Parlicipate inthe organization’s Privacy and Confidentiality education program, review this policy,
and sign a Confidentiality Agreement before commencing wark orthe provision of service at AMGH
as a condition of employment/appointment/contract/ associationfor staff/ affiliates at AMGH

» Reportto their Supervisor suspected breaches of confidentiality orwithin the organizationthat
compromise confidential information. Ifthe Leader is the individual suspected ofthe breach, staff /
affiliates may contact Privacy Officer or Human Resources / Chief of Service.

+ Safeguard passwords and/orany otherusercodes that access computer systems and programs.

www.amgh.ca 10



Misuse, failure to safeguard, orthe disclosure of confidential informationwithout appropriate approvals
may be cause for disciplinary actionup to and includingtermination of employment/ contract orloss of
appointment ar affiliationwith the organization.

Procedure

General

s Supervisors must review any department specificinformation ar procedures related to
confidentiality with new staff and affiliates.

« Staff / affiliates may consulttheir Supervisor, Privacy Officer, Human Resources or Risk
Management regarding confidentiality issues orinquiries.

Confidentiality Agreement
s+ Confirmation ofthe successful completion ofthe educational program and the signed Confidentiality
Agreement will be keptonthe individual’s filein:
o CEO's office for physicians, residents, medical students, dentists, and midwives, secretaries
who are privately employed by physicians, Medical Department Administrative Officers;
o Human Resources far staff,
o Human Resources forvolunteers, contract staff, consultants, and students; and

Itis the responsibility of applicable Supervisor and Human Resources to stipulate in Education
Affiliation Agreements with education institutions, the obligationto ensurethat students and faculty
abide by the organization’s standards of confidentiality.

Investigating Alleqed Breaches of Confidentiality
Itis the responsibility of Supervisorsin conjundcion with Human Resources, Risk Management, and
Privacy Officer, to investigate alleged breaches of confidentiality.

Definitions

Affiliates - Individuals who arenot employed by the organization but perform specifictasks at orfor the
organization, induding appointed professionals (e.g., physicians / midwives / dentists), students,
volunteers, researchers, contractors, or contractor employees who may be members of a third-party
contract orunder direct contractto the organization, and individuals working atthe organization, but
funded through an external source.

Confidential Busingss Information ofthe Organization - Information regarding the organization’s

business, which is not publicly disclosed by the organization thatindividuals may come across during

the performance oftheirroles at the organization thatis not generally known by the public. Examples of

this would be:

+ |egal matters that involvethe organization thatare not public knowledge;

+ financial information thatwould not be available in the organization’s Annual Repor;

s contractual agreements with vendors, third paries, consultants (many times the confidentiality of
this information is written within the contract e.g., nondisclosure of how much we paid for service);

+ information related to intellectual property, e.g., patents pending, research and development of new
technology and treatments; and

s information related to the organization’s information technology security and access to systems,
including:

o information leading to improper access to the organization’s computing resources, both
internal and external to the hospital network (e.9., "guest” access to systems, remote access
credentials);

o information pertaining to negotiated product discounts with partnervendors that is
considered confidential and proprietary to thevendaor; and

www.amgh.ca 11




o hardware and software vendor names for products which may be vulnerableto external
access attacks, or products that are part of our security infrastructure.

Personal Health Information - Personal information with respectto an individueal, whether living or

deceased and includes:

+ information concerningthe physical or mental health ofthe individual;

+« information concerning any health service provided to the individual;

# information concerningthe donation by the individual of any body part or any bodily substance of
the individual;

# information derivedfrom thetesting or examination ofa body part or bodily substance ofthe
individual,

« informationthatis collected inthe course of providing health services to the individueal; or

+« ipformationthatis collected incidentally to the provision of health services to the individual.
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Personal Information - Information about an identifiable individual, but does notincludethe name, title
orbusiness address or busingss telephone number of staff member of an organization.

Related Information
Statement of Confidentiality

References
s |HSC Confidentiality Policy, Correspondence and Personal Communication; 2008
s LakeridgeHealth Confidentiality Agreement, 2012
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Alexandra Marine — = Initial Live Date:

& General Hospital SEEERIF Wanual June-5-2012
Approved by Document Management - Documents, Forms and | Review Fregquency:
Corporate Leadership Records Every 2 years

Any printed version of this documentis only sccurateon the date of printing. Always refer to theelectronic version for the most cumrant vesion

Policy

AMGH has a document and records management system to create, control and maintain all documents
andrecords. It is a web based software program (called Docushare®) and can be foundin the Internet
at hitps.fdocushare.intranet. amgh.ca/docushare!

This policy provides direction for the processes and procedures for managing the documents and
records.

Definitions

Documents: include any information that provides direction {e.g., instructions including forms,
textbooks, reference intervals and their origins, specifications, calibrationtables, charis, posters,
notices, memaoranda, plans, software, drawings, regulations and standards).

Records: include any information that produces evidence {e.g., reguisitions, examination results and
reports, instrument printouts, workbooks and worksheets, accession records, calibration records,
quality control records, records of audits, complaints and action taken, external quality assessment
records, instrument maintenance records, staff training and competency records, personnel records).

Responsibili

Senior Administration is responsible forreviewing, approving new and changed documents and
records, and establishing effective dates and retention times forthem {in keeping with Records
Retention Policy).

Managers/Directors/Designates are responsible for reviewing, distributing, retaining and notifying staff
of new or changed documents and records.

Staff are responsible for reviewing new and changed documents and understanding thatthe official
documents are found in the document control software program and nowhere else.

Document Management Clerks, underthe direction of the Chief Infarmation Officer, are responsible for
managing the document control systemto include (butnot limited to): creating and maintainingthe
Master File, assigning unigue identifiers, publishing, routing and archiving documents.

Retention
Documents and records will be held according to hospital policy. Refer to Retention of Records.

Documents storage prevents damage and unauthorized access while facilitating retrieval.

once the storage time has passed, the documentsirecords may be destroved, according to hospital
palicy.
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Alexandra Marine . TS
& General Hospital MAMUAL: Human Resources

Crriginal Date:
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Approved by =
‘orporate Leadership Dress Code Guidelines

Policy

Itis the policy of this hospital to present an image to patisnts, visitors and the community that is
professionsl and inspires confidence. The oversll presentstion of staff members is an important
contributing factor to this image.

Dress, grooming and conduct must be consistent with the work in cwr professional work environmeant,
heslth and safety regulstions, infaction control guidelines and within the standards determinsd for
optimum patient care. This policy is also toinclede situstions when employess are attending hospital
mestings, in-services andlor training sessions, stc.
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Principles
1. I:IEm ployes Safety - employes and patient safety may be compromised by inappropriste or
unsafe sttire and footwesr, unsscursd hair and personsl sdornments, hesvy scents and odors
[= 8
2. Infection Contrel - uniforms and protective clothing serves the purpose of reducing the
possibility of transfer of infectious organisms 1o patients or inte the home of the employes.
3. Professionslism - patient confidence can be affected by the appearance of those who are
providing care.
4. Appropristensss - 3n employes's dress must be sppropriste o the sctivities snd responsibilitiss
of their position
o Mo lw neckline
o noexposed sbdomens or lower backs

General Guidelines

1. Departmental specific dress code guidelines will b2 in writing and complemant this policy as
Sppropriste.

2. All staff must wear their photo identification badge at all times when on duty as per the
{denfiflicafion Badge FPolicy.

3. Unifarms/clothing must b= nest, clean and loose enowgh to permit free movement and of 2
length that presents 3 professionsl image. Shorts, skins/dresses are to be long enough to
extend to within thres inches sbove one's knes.

4. Some deparments reguire mors specific dress code standards. These standards are tobe
outlined in the departmental policy manual and are to be provided at the time of hiring by the
individusl department. All department specific dress code policies are to be reviewsd by the
Oocupstionsl Haalth Coordinator.

5. Some departments reguire the use of protective clothing and personal protective eguipment.
Flzase refer tothe appropriste Ooccupational Health Policies and Infection Control Policies.
Protective chothing as determined by each depanmeant shall b= worn 35 reguirsd.

6. All uniforms supplied by the hospital remain the property of the hospital and may be worn only
while on duty.

7. Uniforms and clothing must be fres of sdvertisamants and slegans.

&. Lanyards, buttons and pins must be plain, AMGH approved items and must be free of
advertisements and slogans.

5. All footwesr must be safe, clean and in good condition 3t all times and appropriste 1o the work
environment. All employees are reguired towear footwear appropriate for the potentisl hazards
prasent in their work environmeant, unless cerain footwear is deemed medically necessary.

www.amgh.ca 14




Swpsrvisors ars responsible for ensuring employess wear appropriste footwear, Please refer to
the Risk Assessment Chart a5 your guids.

10. Where infection control is 3 concemn, nail polish is not allowed; othervise, clear or pastel nail
polish is permitted. Mail polish must be in good repair. 5iaff working in a3 clinical area or having
direct patient contact must not wear antificial or scrylic nails.

11. Hair should be clean and nesthy styled. Hair accessonies should be limited and appropriste toa
professional image. Size and amount of jpwelny, incleding body pisrcing should be professional
in appesrance, conservative and safe from an infection control and employes safety standard,
and may b= restricted depending on the area where the employes works.

12. Fragrance use should be kept to a minimum. Individusl departments may elect to be "Scent
Reduced” to protect staff/patients from exposwre to scent. This will be coordinated with
Oecupational Health,

Compliance

Itis expected that sl staff members assume responsibility for their own sppearance.

When 3 Supsrvisor obssrves or receives complzints from others regarding the persons| appearance of
an employes tobe considersed unsuitsble for the workplace, shelhe will discuss the matter in private
with the employes. Employess who fail to present themsslves in accordance with this policy may be
subject to comective sction a5 appropriate.

Repseated non-compliance with the dress code shall result in regulsr progressive disciplinary
procedures.
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Risk Assessment Chart
Low to Moderste Risk
3. Potentizsl Hazards
= Typical office environments
= Clinics with little risk of splashes of chemical or biclogical agents and where nesdles and
other sharps are not used
= Hesvy maternals, heavy eguipment or furniturs is not handled or moved - Patient care,
employess who work in clinical areas or may enter clinical aress as pant of their job
function {i.e. - support staff, clinical leaders)
Laboratories
Wherz nesdles or other sharps may be used Where blood or biclogical fluid splashes
M3y DCour
= Where chemicals are handled in 3 controlled setting {=.g. Fumes hoods)
b. Appropriste Footwear
The foot wear must have the following characteristics:
= Closed tos and hesl (sandsls or open-tosd shoss ars not sllowsd) - The solz is mads of
non-slip, shock sbsorbent materials.
= The hesl is low to moderate.
= The shos matenial must b= dursble and impermesble to protect from chemicals, hot
liguids or sharps such as nesdles.
An example of appropriste footwear is 3 runningfwalking shose
= [Footwear should not be noisy
High Risk
1. Potentisl Hazards
= Heawvy maternials, heavy sguipmsant
= Maintenance work
= Moderste tolarge volumes of hazardous substances
2. Appropriste Footwear
= Footwear must comphy with ©5A standards: Example - safsty boot
Source
Risk Assessment Chart - Ontanio Safety Associstion for Community and Haslthoars
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Email Use POLICY

.ﬁ:ppmu‘ed by: Hew.rie'.'_-' Frequency:
Lonporate Eveny £ years

Any prinbed werslon of s doosment Is only sooembe on e debe of pindng. Adweys. reder bo e edecimoalc version for e most oomest nerslon

Policy
This policy applies to staff and affiliates who have been given access to the organization”s electronic

mail [e-mail} system.
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The Alexandra Marneand General Hospital [AMGH]) e-mgil system is:

= 8 corporate communication tool;

= to beused to conductthe business of the organization; and

= the property of the organizaton, as wellas slldata created and stored on this technology.

Use of the organization’s e-mail system constitules consent to all terms and conditions of this policy. It
is an expectaton and requirementof employment for staffrmembers to check emails routinely, review
actions and respond as appropriate in & tiree by way.

Concems regarding inappropriste use of e-mail should be refemad to management of the staffiaffiliate
who sent the e-mail for appropriste follow-up. Inapproprisie use of e-mail may result in discontinuation
of e-mail privileges and/or disciplinary action upto andincluding termination of employment'contract
andiorloss of privileges oraffiliation with the organization.

The Chief Information Officer is responsible forenforcemnent of this policy. €10 doesnot interce pt -
mail messages on & regularbasis, but willact on issues as they arse andioras the nead anses and/ior
randornlty through audits.

AMGH reserves the rght to audit and monitor e-mail usage and content. Allemail sent and received by
AMGH staff is considered properyof AMGH. Thereis no personal night to privacy in any matter
created, received orsent from any portion of AMGH's email system. E-mail messages are not
inherently encrypted, therefore there is no guarantee of the confidentiality and secunty of messages
users send to orreceive from others; the exception to this is when a user has been authorzed for
confidential email usage.

The organization reserves the right to access an e-mail sccountin the case of concems regarding
compliance with corporate policies and standards. An e-mail sccountcan only be accessed on the
authornty of the individuals Director’'delegate orthe Chiefof Staff, as appropriste oron the authority of
the Chief Information Officer orthrough random audits. E-mail messages are subjed to disclosure
during litigation proceedings.

Email Account Management
The aorganizstion resenves the ight to lirnit the size of e-msil storage used by esch individual to ensura

efficient use of hospital Information Technology resources.

Cutlook and emsil must not be used as s docurmentmanagement system. Official documents must be
retained on the hospital network (my documents), in the documentmanagement system orin paper
format as perthe record retention policy. This includes email messages that are official documents
[example: offer letter composed and sent via email ora contract received via email).

Ctlook is not used for storing any officisl documents and, as such, sll tems in Cutlookincluding
emails, tasks, calendarevents and notes that are more than § months old are sutomaticslly deletedon
& monthly basis.
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Emgils, including attachments, must also be dealt with according to their content; and any emails or
informnation contsined therein that is subject to a retention perod must be handied sccordingly and
saved by the useron the hospital network [y documents), in the document mansgement system orin
paper format as perthe record retention policy..

Appropriate Use
Staff and affilistes rmust comphy with corporate policies and applicable legislation when using e-mail.

Inapproprste useincludes, but is not limited to:
= accessing anotherindividuals e-mail without his orherconsent, or
= creating, sending, or storing e-mail messages or sttachmeants:
o thatcontsin offensive materis| thet could constitute harsssmentunderthe AMGH
Harassment Policy, and the Cntaro Hurnan Rights Code;
for private or personsl for-profit activities;
of a chain letter naturs;
of & malicious orthreatening nature;
involving impersonsation of another e-mailuser;
in which the onginal content has been ahered without the onginal author's approval;
that knowingly send & virus to anotheruserorgroup of users;
that violate the privecy of patent, staff oraffiliate informaton; or
that are sent to the entire organization indiscriminatehy.
o Use of profanity, offensive language regardless of format
= Auto-forwarding of e-miail to & system outside of the hospital e-mail system.
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Personaluse of the e-mail system for funcions outside an individuals role:

should be minimized;

should notinterfere with the operationsand’or policies of the program ororganization;

should not contein any personal or private informnation;

must be scceptable (see Acceptsble Use of ImMformnstion Technology Resources Policy);

must comply with this policy; and

rmustnot be used to run oroperate s businessthatdoes not relate to a staff oraffiliates clinical,
research academic or administrative role.
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The organization has the nghtto scoess these messages.

E-mail is not a secure, private orconfidential mode ofinformnation transmission. Confidental or
sensitive business, oridentfiable patient or staffiafiliate informsaton must not be transmitied by e-mail
extemal to the organizetion’s secure e-mail system.

An AMGH e-mail account rust notbe forearded to an e-msil sccount extemnal to the onrganization's
secure systemwithout IT knowledge.

Instantmessaging and E-Mail
Mo public instant messaging service is pemitted.

Users must not knowingly open ortransmit personal identfiable information or PHS A confidentisl
informnation overextemal electronic messaging unless theinfomietion has beenencrypted and
authenticated using AMGH standard encryption software.

Using extemal email sources such as Hot Mail, ¥ahoo orother non-AMGH emsil sccounts to access or
transmit AMGH dats, records or Information is prohibited.

Users must not send orforward chainemail, i.e: messages containing instructions to forward the
message to others,

www.amgh.ca




Emailing Personal Health information
AMGH users shallneversend personal Patent Identfiable information or Personsal Health Informnation

[PHI} in any CUTLCOK email without being authornzed for confidential email usage. This restriction
spplies to sll CUTLOOK emails sent intemally staff to staff, and alsoto extemnsal recipientssuch as
physicians, other non-AMGH care providers, outside vendors, frends, family, etc. AMGH's QUTLOOK
ermail system is not considered an acceptable mode of communication of patient reletedupdates to
care providers orpatient's family members. Should a staffmember feel thatusing Cutlook for
comrunication personal orpersonal health infomuation is essential, they must follow the "Procedure
for Confidential Email Usage" cutined below. Anyraquests to use Cutiookfortransmitting PHI wil be
reviewsad with the utmost scrutiny andwill be suthonzed only in special cases.
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Staff foundto hawve bresched this Policy are subject to temporary or permanentloss of access
privileges andiorlegal sandions and'or disciplineup to and including termninaton.

The policy spplies to:

#  Allusers of the AMGH emsil system

# |ntemaland Exiemal emailusage

& Emsilusage via Microsoft Cutlook (full version) and OWa

» Al file/date types within the email system including emails, calendsaritems, tasks, notes and
contacts.

Procedure for Confidential Emsil Ussge:

1. Caornplete the "Authonzstion for Confidential Email Usage” form located in Mediech Forms online.

2. Send via email orinter-office mail to CIO

3. Pending suthorization, the hospital's IT department will communicate nesxt steps forencrypting
email.

&  Authonzed users should treat confidentisl informsaton as termporary and should be retsinedin an e-
mail user's account only foras long as is necessary to fulfill the purposes forwhich it was intended.

Ermasiling Patient Health Record Mumbers
There is the occasion when it s necessary to send a list of Health Record Mumbers to another staff f

affiiate via email.
1. Send a first email to the address requesting this information. Explsin thet the requesied
numbers will armive in an email to follow.
2. Send a secondemailwith onhy the 5 or & digit health record number’s. Do notinclude the "G" or
“G0° preceding the number. This allows less oppaortunity to identify a patient in our system.

Canada's Anfi-Spam Legislation (CASL)
Canada’s Anti-5pam Legislstion ([CASL) establishesrules forthe sending of cormmercial electronic

messages (CEMs) and the instsllation of computer programs.  CEMs can include emails, SMS text
messages, instant messages and messages sent through socis| networks thet communicats
participation in a commercial activity. This includes sdwerisements and information sbout promotions,
offers, businessopportunities, events, etc. Under CASL, consentis required before sending this type
of message. AllAMGH end users are to comply with the contents of CASL. Furtherinformation canbe
found at http:/fightspam.go. cafeicsite’ 030, nsfleng fhome

Procedures

Distribution Groups
All requests for Distribution Groups are forwarded to the Chieflnfomnation Officer. Generally,

Distribution Groups are only set up for hospital wide groupsand notindividual ordepartmentsl groups
that are not used by all staff.

www.amgh.ca 18




Usars must not sent mass mailing lists e-mails for non-hospital events unless spproved by a8 member of
ELT.

Divulging AMGH emsil sddresses ordistribution lists for non-business related activities is prohibied.

Electronic mail messages and atliechments msy be accessible to others under certain circumstances
set out underthe Freedom of Information and Protecion of Privacy Act (FIPPA). The intenton
aheration ordestrudion of an electronic message orrecord for the purpose of eveding anaccess
request is an offence under FIPPA

Accessing an E-mail Account
An individuals e-mail accountrmay be accessed, reviewed, copied, deleted ordisclosed by Information

Systems StaffiCICandortheindividuals management forreasons that may include:
= usertemnination orabsence;
= where there is 3 reasonable belief that anindividuslis engaged in inappropriate use of the e-mail
system;
= disclosure to athers, including courts and law enforcement agencies, as required by law; and
= to faciitate the functioning of the e-mail system. Examples ofreasons foraccessinginciude;
o todizable aninappropriately maderule; and
o toinvestigate anaccount that exceeds storage limits that is affecting functioning of the e-
mgil system forthe purpose of maintaining the stability of the e-mail system.
As par of mndom audits
To retrieve information, examples include:
o FOl mquests, seanrchforrecordsinfomation.

Managerment requestng access toan individual's e-msil account rust submit a requestvia e-mail to
the Chief Infomnation Officer with the access reason. Detsils of the request must include:
= the name of the sccount that is to be acces=ad;
= the name of the person whowillbe accessing the account;
= thermesson foraccess
the length of time in orderto provide an audit of this activity; and
= aspartofarmndomaudit.

Definitions
Affiliates - individuals who are notemployed by the organization but perform specific tasks at orforthe
organization, including professional with privieges (e.g., physicians), students, volunieers, contractors,
orcontractoremployees who may be members of a third-party contrect orunder direct contract to the
organization, and individuals working at the onganization, but funded through an extemal sounce (.9,
research employees funded by LW
Attachments -those documents appended to and transmitted with ane-mailmessage such as work
processing documents, spreadshests, soundfiles, imagefilkes, hotlinks, etc.
Confidential - as perthe AMGH Confidenfiality policy, AMGH considers the following types of
information to be confidential:
= personalinfomnation and personal health informstion regarding patients, residents, clients
[hereafter refermed to as "patients") and theirfamilies;
= personalinformnation, personal health information, employment information, and compensation
information regarding staff and affilistes; and
= information regarding the arganization’soperations that is not publichy disclosed by the
organizetion (e.g., unpublished financsl statements, legal matters).
Electronic Mail (E-Mail) System -a computer applicaton used to create and receive electronic
messages, andto transmit electronic messagesand any otherelectronic documents in the form of
attachment betaesn individual users andior groups of users.

www.amgh.ca
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E-Mail - any orsaveralelectronic computer records ormessages created, sent, forwarded, replied to,
transmitted, stored, held, copied, downlosded, displayed, viewed, resd, orprinted by one orseversle-
mail systems orsenvices. This definition of e-mail records appliesequsally to the contents of such
records and to trensectional information associsted with such records, such as hesders, summarnies
and addresses. E-mail messages may beintemal orextemsl to the organization.
Encryption - the process of mathematcaly scrambling a text message from plain tex to ciphertext to
make it unreadable.
Identifiable Information - forthe purpose ofthis policy, identifisble informaton means informaton that
= identifies the individual by name, address, identfying number (e.g., HealthCard #, PIMN# )
= could potentislly identify the individusal f the informnation is combined with other aveilable
informnation.
Patient - forthe purpose of this policy "patient” refers to a patient, resident or clientwho is an inpatent
oroutpatient
Personal Health Information - personal information about anidentfisble individusal, whether living or
decessedandincludes:
a. infomnation conceming the physical ormental health of the individual;
b. informnation conceming any heslth service provided to the individual;
<. infomnation conceming the donation by the individual of any body part orany bodily substance
of the individual;
d. infomnation denved from the testing orexaminsation of & body part or bodily substance of the
individual;
e. infomnation thatis collected in the course of providing heslth services to the individual; and
f. infomnation thatis collected incidentsally to the provision ofhealth services to theindividual.
Personal information - information sbout an identfiable individual, but doesnot include the name, tite
orbusiness sddressorbusiness telephone number of 3 staff member of an organizstion. Forthe
purpose of this policy personalinformstion may include name, address, age, financial orlegal (Mental
Health status)informaton.
Secure File Transfer System - s web-based spplication that is usedto transferfiles to oneors
numberof recipients securely. [t uses 128-bit encrypiion to protect the transferof files. Thisis the same
level of encryption used by banks forondine banking.
Sensifive - forthe purpose of this policy, sensitive information may include personal orhealth
information thatwould be most sapproprately delivered in person because the impad of disclosing the
information may cause an emotonal effect on the individual, or may give someons an advantage i
revesled to persons not entitled to know it.

References
LHSC Electronic Mail (E-Msil) Use Policy, Comespondence, and Personal Comrmunicaton; 2008
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Employment Standards in Ontario

The Employment Standards Act, 2000 (ESA) sets minimum standards for most
workplaces in Ontario. Special rules and exemptions apply to certain employees.

What you need to know

Employers are prohibited from
penalizing employees in any
way for exercising ESA rights.

Hours of Work and Eating Perlods: There are
daily and weekly limits on hours of work.
Employees may work more if certain conditions
are met. Employees must not work more than

5 consecutive hours without a 30-minute meal
break. Learn more at Ontarlo.ca/hoursofwork.

Overtime Pay: Overtime is payable after 44 hours
of work in a week for most jobs. The overtime rate
must be at least 112 times the regular rate of pay.

Minimum Wage: Most employees are entitled to be
paid at least the minimum wage. For current rates
visit Ontarlo.ca/minimumwage.

Payday: Employees must be paid on a regular
payday and receive a wage statement.

Vacation Time and Pay: Most employees eamn
at least 2 weeks of vacation time after every

12 months. They must be paid at least 4% of
the total wages they eamed as vacation pay.

Public Holldays: Ontario has 9 public holidays
each year. Most employees are entitied to take
these days off work and be paid public holiday pay.

Leaves of Absence: There are a number of
job-protected unpaid leaves of absence including
pregnancy, parental, family caregiver, and personal
emergency leave.

Termination Notice and Pay: In most cases,
employers must give advance written

notice when terminating employment and/or
termination pay instead of notice. Leam more at
Ontarlo.ca/terminationofemployment.

Other ESA Rights and Speclal Rules: There
are other rights as well as special rules not listed
on this poster including rights to severance pay
and special rules for assignment employees of
temporary help agencies.

Contact the Ministry of Labour for more information
Call us at 416-326-7160, 1-800-531-5551, TTY 1-866-567-8893, or visit our website at
Ontario.ca/employmentstandards. Information Is avallable In multiple languages.
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exandra Marine and General Hospital (AMGH) is committed to providing aworking environment free
f discrimination and harassment, inwhichall individuals (staff, Physicians, volunteers and visitors jare
reated with respectand dignity, can contribute fully and have equal opporunities. Each individual has
he righttowork in an atmospherewhich is fair, equitable and free from all forms of discriminationand
arassment. It is each person’s responsibility to upholdthese beliefs.

he purpose ofthis policy is to acknowledge that such conduct, contrary to this commitment, is
nacceptableand intolerable and will resultin disciplinary actions up to and includingthetermination of
mployment, with cause. Investigation of any complaints of harassment or discriminations will be
nitiated within 72 hours.

Harassment Policy

Purpose
To provide employees with a mechanism to ensure the work placeis free from any type of personal
harassment ar discrimination.

Discrimination: Means any form of unequal treatment based onthe Ontario Human Rights Code,
hetherimposing extra burdens or denying benefits. It may be intentional orunintentional. It may
nvolve direct actions that are discriminatory, orit may involve rules, practices or procedures that
ppear neutral, but disadvantage certain groups of people. Discrimination may take obvious forms, or
ay happenin subtle ways. Even if there are many factors affecting a decisionoraction, if
iscriminationis onefactorthatis a violation ofthis policy.

arassment: Means any course of comments or actions thatare known, or ought reasonably to be
nown, to be unwelcome. It can involvewords oractions that are known arshould be known to be
offensive, embarrassing, humiliating, demeaning orunwelcome, based on a ground of discrimination
dentified by this policy. Harassment can occur based on any ofthe grounds of discimination.

This policy prohibits discrimination or harassment based on the following grounds, and any combination
of these grounds:

s Age

Creed (religion)

Sex (including pregnancy and breastfeeding)

Sexual orientation

Genderidentity

Gender expression

Family status (such as being in a parent-child relationship)

Marital status {including married, single, widowed, divorced, separated orlivingin a conjugal
relationshipoutside of marriage, whetherin a same-sex oropposite-sex relationship)
Disability {including mental, physical, developmental or learning disabilities)

Race

Ancestry

Place of origin

Ethnic origin

Citizenship

Calar
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» Record of offences (criminal convictionfor a provincial offence, orfor an offence forwhich a
pardon has been received)

=  Accociation orrelationshipwith a person identified by one ofthe above grounds

s  Perception that one of the above grounds applies.

mples of Harassment
sychological
arassment inthe workplacewhich creates a poisonous, uncomfortable, unwelcome and offensive
ork environment- may includeintimidation, threats or coercion, exclusionorisolation.
Exual
orkplace sexual harassmentwould include harassment of a worker because of sex, sexual
rientation, gender identity or gender expression or an unwelcome sexual solicitation oradvance by a
grsonwho is inthe position to confer, grant or deny a benefit oradvancement. (Ministry of Labour
efinition of sexual harassment, 2018)
ersonal
ersonal harassment consists ofunwelcome comments or actions that demean or humiliate an
mployee. It is objectionable conductwhichserves no legitimatework purpose and has the effect of
reating an intimidating, humiliating, hostile or negative work environment. Unlike all the other forms of
arassment, the comments or actions do not need to be based on any ofthe protected arounds such
age, sex, orrace. Personal harassmentis abusive, inappropriate behaviour that is nasty, but not
iscriminatory.
oisoned Environment
poisoned environmentis created by comments or conduct {including comments or conductthat are
condoned or allowedto continuewhen broughtto the attention of management) that create a
discriminatory work environment. The comments or conduct need not be directed at a specificperson,
and may be from any person, regardless of positon or status. A singlecomment or action, if sufficiently
serious, may create a poisoned environment.

Roles and Responsibilities
Al persons presentat AMGH are expectedto uphold and abide by this policy, by refraining from any

form of harassment or discrimination, and by cooperatingfully in any investigation of harassmentto
discriminationcomplaint.
anagers and supervisors havethe additional responsibility to actimmediately on observations or
llegations of harassment or discrimination. Managers and supervisors areresponsible for creating and
maintaining a harassment and discrimination free organization, and should address potential problems
before they become serious.

Personal Harassment Complaint
Process For Resolution

Eﬂ individual who believes they are a victim of harassment should take any or all ofthe following

ctions as soon as possible.

ake it known to the person subjectto the complaintthattheir pehayiouris offensive and unwelcome.
There may be situations wherea person is unable orunwilling to confront his or her harasser. This
does not preventan individual from making a complaint;
keep awritten record of date(s), time(s), details of incident(s) and witnesses to the incident(s}if any;

nd

herea person does notwish to confrontthe harasser, orwhere such an approach is attempted and
does not produce a satisfactory result, a complaintof harassment should be made to your Supervisor,

fHarassment Form® (see “Harassment Personal Complaint Farm™), with all ofthe appropriate details

Ennthermanagament representative ortheHuman Resources Advisor. At the sametime, a "Complaint

ftheincidentwill be completed.
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The Human Resources Advisoris Peggy Byrne Carter oo Alexandra Marine and General Hospital ( ext.
fb‘f’?ﬂ}, email patricia.byrnecarterf@amah.ca.

Investigative Procedure
iﬂdl complaints will be investigated promptly and confidentially by the Supervisor and/orthe Human
Resources Advisor. That person interviews the complainant, any witnesses, and the alleged harasserin
an attempt to mediate a resolution between the parties. The complainant, the alleged harasser, the
witnesses and any other persons involved in the investigation will hold all information in strict
:b:nnﬂdenc:eand discuss the details only with those directly involved in the investigation. The interviewer,
however, may discuss the matter with the CEQ oranother Supervisor or management representative
for guidance or assistance after obtaining written consent from the complainant. The alleged offender
and alleged victim have the rightto be represented and accompanied by an individual of their choice
?ﬂuringtheintewiewrelated tothe complaint. This process is to be completed with thirty (30) days.
Ifa physician is being harassed, 8 complaint of harassmentshould be made to the President ofthe
!'-.-'Iedic:al Staff. ThePresident may discuss the matter with the Chief of Staff for quidance orassistance
ﬂﬂer obtaining consent from the complainant. Afterthe investigationis completed, the complainant and
alleged harasserwill be advised ofthe outcome of the investigation within five (5} workingdays. The
Fremdent:'EED will be so advised. If the alleged harasseris the President/CED, the Board Chair will b
advised ofthe outcome of the investigation.
fitis determined thatan allegation of harassmentis valid, appropriate corrective action will be taken.
The corrective action may include any one or more ofthe following:
+ aformal written apology
education sessions
counselling through EAP (1-800-265-8310)
verbal warning
written warning
sUspension
Credentials Committee
discharge
any reportable act committed by a professionalwill be repaorted to the their College
The following criteria will be considered in determining appropriate correctionaction:

+ the nature of the harassment;

# anyrecord of previous offences, their nature and degree of severity;

# disciplinary precedents forsimilar/previous offences; and

+ special or mitigating factors

The complainant and the harasser are informed about the result of the investigation, and any corrective
action, inwriting.

This program will be reviewed at least oncea year.

Appeal Process
fan individual is unsatisfied with the outcome ofthe harassmentinvestigationa complaint may be filed
with the Ontario Human Rights Commission. Theirwebsite address is www.ohrc.on.ca. Theirtoll free
number is: 1-900-387-2080. Theiremail addressis: info@onrc.on.ca
Direct Enquiries To:

+ Human Resources

s Your Supervisar

+ Any Supervisorwith whom youfeel comfortable

Source: Ontario Human Rights Commission
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POLICY

Elexandra Marine and General Hospital is 3 partner ina regionally shared Electronic Patient Record
{EFR) throwgh the Thames Valley Hospital Planning Partnership {TWHPF) with the Huron Perth
Heslthcare Alliance (HPHA). The AMGH employees and sffilistes, who provide Digital Imaging services
for the organization, may be provided PACS Access privileges to this regionally shared PACS Network.

System Access incleding acoess to the electronic patient record EPR/Meditech, PACSE, and related
clinical applications at the AMGH will b= granted to hospital employess and affilistes referencing their
reguiremeants 35 cutlined in their joblposition descriptionffact shests. |t is the responsibility of all AMGH
employess and affiliates who have System Access andlor EFRIPACSE Access to adhers to sl privacy
and confidentiality policies {as well a5 reguirements outlined in the System Access Agreement form).

To ensure Systems Access including EFR/PACS Access, continues to be sppropriste, sudits will be
conducted for compliance and inactivity.
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Misuse, insppropriate acoess andlor disclosurs of patisnt information from the EPR/PACE may be
cause for disciplinary sction up to and incleding suspension of systems access, termination of
employment [ contract, loss of privileges or affilistion with AMGH.

Procedure
Requesting Access

Human Resouwrces will b= responsible for reguesting systems, EFR andior PACS acoess for their
=xisting and new employess or affiliste’znd users. Human Resources will also enswre the following
3COE5S reguirements ans meat:

+ complkete 3 Request for Network Resources Access form for each new employes or
sffilistefend user to their area, incleding service ares transfers and forward to Information
Systems;

= submit completed Reguest for Metwork Resowrces Access formito |5 3t least T business days
before sccess is nesded;

= specify & termination date for centain categornes of hospital affilistes;

= complkete a System Access Agreement form to report any changes to access reguiremeants or
employment statws; and

= the Chief Executive Officer or Chief Infarmation Officer must request access for Dirsctorsice
Presidents.

Ocupational Haslth-Infaction Contrel Coordinator will 2nswre the following reguiremants are met:
=+ completion of Privacy Education, incleding Privacy and Confidentiality Agreement policies
rEview;
=+ Privacy and Confidentislity Agreement is completed and signed;
= 3l Systems Access and use policies are reviewsd and agreements signed; and
=« enswrs the Privacy and Confidentizlity Agreement and Systems Access Agreement forms ars
retzined on the employes’s perﬁnnnel file.

Information Systems - Local Registration Authority SR LY will:
= b= responsible for granting acocess to the organization’s Systems Access, EFR and PACE;
= review and ensure completion of the Access Reguest form to grant appropriste systems scoess;
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= retain Access Reguest form to support the granting of sccess to the EPRIPACE;
= track scocessinan Access Log a5 well 35 any modification, suspensions, terminstions; and
= gonsult with Privacy Officer, and others as appropriste regarding new permission growps.

Employess, Affilistes and EFR/ERd Usars must:
= comphy with relevant corporate policies regarding privacy; confidentislity, information security,
and zll systems scoess incleding the terms s2t out in this policy and in the System Access
Agreement form; and
= emplyess/sffilistes will not be permitted to reguest their own scoess or changes to scoess.
Certain categaories of hospital affilistes and contract employess may be granted systems acoess
on 3 time-limited basis and, unless extension is reguested, sccess terminates automatically.

Requesting an Extension for Contract Staff/Affiliate Users Granted Temporary Access

The Managsr or Delegate will:
= complete the "Extend User Access” portion of the Access Regusst form o reguest an extension

for access beyond their assigned termination dats;

= forward the Extended Ussr Access portion of the Access Reguest form to the Trusted Ussar at
lzast twehve business days befors the 3ssignad termination dats; and

= follow the procedures whan reguesting MEW scoess if an extension is sought after the
termination date.

Trusted User will:
= receive confirmation from the Manager; and
= forgard the confirmation to the reqguesting Mansgsr or Delegate.

Requesting the Disabling of Access
PACSE Coordinator will coordinate sll disabling of access based on changes in staffing.

Definitions

Local Registration Authority is a designated individual in the Information Systems Department who
has special privileges and responsibilities regarding granting sccess to and managing EPRIPACS
aoccounts and applications, security and other relsted administrative matters.

Directors ars responsible for reguesting access to EPRPACS and notifying the Local Registration
Authority about any significant changss in 3 usar's duties, functions or role.

Employee refars to regular ful-tima/pan-time or casusl employess and contract employess who ans
paid directhy by the organization.

Affiliates refers to individusls who are not employed dirsctly by the organization but perform specific
tasks at or for the organization, incleding appointed professionsl (=.g.,_physicians/midwives! dentist),
students, researchers, contractors, or contractor employess who may be mambers of 3 thind-party
contract or under direct contract to the organization, and individusls working at the organization buwt
fund=d throwgh an extems] source.

End Wser is an employea/sffiliate who is granted acocess to the EPR/PACE to conduct hospital
business activities.

Access Profile refers toindividuals suthorized sbilities to perform centain sctions and view certain
kinds of patient information within the EFR/PACS. EFR/FPACS access profiles are related to joblposition
descriptions.

www.amgh.ca 26



Assigned Termination Date refars to the termination dste assigned to EFR/PALS acosss scocounts
crested for affilistes, excleding residents/fellows, and physicians. Accownts for selected sffiliates
terminate sutomaticslly on the assigned termination date unless an extension is reguested.

EFR/Meditech refers to the electronic patient record that is generated for all patients through the
hospitals operating system {computer softeare app